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Abstract 
Using a sample of college students, we apply the general theory of crime and the lifestyle/routine 
activities framework to assess the effects of individual and situational factors on seven types of 
cybercrime victimization. The results indicate that neither individual nor situational characteristics 
consistently impacted the likelihood of being victimized in cyberspace. Self-control was significantly 
related to only two of the seven types of cybercrime victimizations and although five of the coefficients 
in the routine activity models were significant, all but one of these significant effects were in the 
opposite direction to that expected from the theory. At the very least, it would appear that other 
theoretical frameworks should be appealed to in order to explain victimization in cyberspace.   
     
Keywords: General Theory of Crime; Routine Activities Theory; Lifestyles Theory; 
Cybercrime; Cybercrime Victimization. 
 
Introduction 

Over the past two decades, cybercrime has emerged as a salient area of inquiry for 
criminologists and a growing concern for public policy. Although there are many 
definitions of cybercrime, the term generally refers to crimes committed through the use 
of computers and computer networks, but it also includes crimes that do not rely heavily 
on computers (Britz, 2008). Extant research has explored the nature and extent of 
cybercrime (Cukier & Levin, 2009; Finley, 2009; Finn, 2004; Geis et al., 2009; Huang et 
al., 2009; Jaishankar, Halder, & Ramdoss, 2009; Ponte, 2009; Stroik & Huang, 2009), 
correlates of offending and victimization (Berg, 2009; Bossler & Holt, 2010; Buzzell et al., 
2006; Choi, 2008; Higgins, 2005; 2006; Higgins, Fell & Wilson, 2007; Higgins & Makin, 
2004; Higgins, Wolfe & Marcum, 2008; Holt & Bossler, 2009; Marcum, 2008; Skinner & 
Fream, 1997; Turgeman-Goldschmidt, 2009) and issues relating to investigating and 
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prosecuting this type of crime (Roberson, 2009; Hinduja, 2009; Shoemaker & Kennedy, 
2009). In spite of the considerable and growing scholarship on cybercrime, however, few 
studies have examined the theoretical causes and correlates of cybercrime victimization.  

To date, there have been five studies that applied the lifestyles/routine activities 
perspective (Cohen & Felson, 1979; Hindelang, Gottfredson & Garafalo; 1978) and the 
general theory of crime (Gottfredson & Hirschi, 1990) to account for cybercrime 
victimization (Ashalan, 2006; Bossler & Holt, 2010; Choi, 2008; Holt & Bossler, 2009; 
Marcum, 2008). Overall, the findings generated from these studies underscore the 
importance of both situational and individual factors in understanding online 
victimization. However, whether both individual and situational factors predict all types of 
cybercrime victimization equally remains elusive. For instance, there is evidence that low 
self-control is a significant predictor of person-based cybercrime victimization (i.e., 
offenses where a specific person was the target) but not computer-based cybercrime 
victimization (i.e., offenses where computers and not the individuals were the targets; see 
Bossler & Holt, 2010). While the expectation would be that criminological theories such 
as the general theory of crime, routine activities, rational choice, and different versions of 
social control theory should be able to explain different types of crimes and different sub-
types of cybercrimes equally because they claim to be general theories, our empirical 
knowledge on this matter is rather meager. Hence, assessing the role that individual and 
situational factors play in certain forms of cybercrime victimization will be pertinent not 
only to the development of a theoretical framework on cybercrime victimization but also 
on the advancement of the victimology scholarship and providing information for specific 
public policies.  

To that end, the current study explores the effects of individual and situational factors 
on seven forms of cybercrime: computer virus, unwanted exposure to pornographic 
materials, sex solicitation, online harassment by a stranger, online harassment by a non-
stranger, phishing and online defamation.3 In particular, this study applies the general 
theory of crime (Gottfredson & Hirschi, 1990) and the lifestyles/routine activities 
perspective (Cohen & Felson, 1979; Hindelang, Gottfredson & Garofalo, 1978) to 
determine if low levels of self-control, and exposure to motivated offenders, online risky 
behaviors and activities, and capable guardianship affect the above seven forms of 
cybercrime crime similarly. In the following sections, we first review the lifestyles/routine 
activities perspective and the general theory of crime. We also discuss the empirical 
evidence among exposure to motivated offenders, online risky behaviors and activities, 
capable guardianship, low levels of self-control and cybercrime victimization. Next, we 
describe our methods and data. Finally, we discuss our findings and their implications. 
 
Theoretical Background 
Lifestyle/Routine Activities Perspective 

Routine activity theory (hereafter RAT; Cohen & Felson, 1979) has been argued to be 
an expansion of the lifestyle exposure theory of victimization (Hindelang, Gottfredson & 

                                                 
3 While these seven forms of cybercrime could be further categorized into legal classifications of 
cyberspace victimization such as cyber-trespass, cyber-pornographic/obscenity, cyber-
theft/deception and cyber-violence (see Wall, 2001), due to a caution that collapsing cybercrime 
victimization types into various categories could mask important differences in findings (see Bossler 
& Holt, 2010), we opted against categorizing the offenses. 
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Garofalo, 1978). That is, although the goal of the lifestyle exposure theory is to account 
for demographic differences in risks of personal victimization and the focus of RAT is on 
the spatial and temporal order of criminal events, both perspectives focus on how daily 
routine activities or lifestyles of individuals create opportunities for them to be victimized 
by or to commit crime (see for example, Miethe & Meier, 1990; 1994; Miethe et al., 
1990). Further, since the routine activities perspective was proposed after the introduction 
of the lifestyle exposure theory and it encompasses not only the theoretical element 
inherent in the lifestyle exposure theory (suitable target) but also two additional elements 
(motivated offender and capable guardianship), routine activities theory is thus perceived 
as an extension and more general expression of the lifestyle exposure theory (Choi, 2008). 
Within the victimology literature, these two theories tend to be applied together and are 
known as the lifestyles/routine activities theory (hereafter LRAT) and it is generally 
appreciated that they are theories of both victimization and crime. 

According to RAT, crime results when three things converge in time and space: a 
motivated offender, a suitable target and the lack of a capable guardian (Cohen & Felson, 
1979).4 The theory predicts that crime occurs when a motivated offender comes into 
contact with a suitable target in the absence of a capable guardian that could potentially 
prevent the offender from committing crime. The theory also posits that variations in 
crime rates could be explained by the supply of suitable targets and capable guardians, and 
from our understanding the theory is somewhat agnostic about the role of the supply of 
motivated offenders. 

Relating to the element of a motivated offender, RAT takes criminal inclination as a 
given. It is noteworthy that routine activity theorists do not deny the importance of 
understanding the offenders’ motivation and the circumstances under which individuals 
become criminals. Instead, they argue that understanding the characteristics of situations 
that produce crime is more pertinent for crime prevention as these characteristics can be 
altered and crime, thus, could be prevented (Clarke & Felson, 1993) without appealing to 
offender’s motivations. Regarding the element of a suitable target, RAT posits that an 
individual’s lifestyles reflects their routine activities and these activities, in turn, create the 
level of target suitability that a motivated offender assigns to that particular target. As for 
the element of a capable guardian, RAT distinguishes two forms of guardianship with 
physical guardianship denoting factors such as having an alarm system installed on one’s 
home or having lighting on the street and social guardianship including factors such as 
having a roommate or a next door neighbor.  

With regard to offline (for example, street crimes) victimization, RAT has been applied 
to explain offenses such as burglary (Cohen & Felson, 1979; Coupe & Blake, 2006), 
larceny (Mustaine & Tewksbury, 1998), vandalism (Tewksbury & Mustaine, 2000), 
physical assault (Stewart et al., 2004), robbery (Spano & Nagy, 2005), general violence 
(Kennedy & Forde 19990, and fraud (Holtfreter et al., 2008). Further, although the theory 
has received a great deal of empirical support, it has been criticized for doing a better job 
in accounting for property crimes than violent crimes (Miethe et al., 1987; Miethe & 
Meier, 1994).  

                                                 
4 It is noteworthy that since its introduction in 1979, Felson has elaborated and refined the RAT 
framework by introducing additional mediating variables (see for example, Felson, 1986; 1998; 
2000).  However, in accordance with previous research on cybercrime victimization, we examine 
RAT in terms of its original formulation. 
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Online Lifestyle, Capable Guardianship and Cybercrime Victimization 
Notwithstanding the recent contention regarding the applicability of the LRAT 

framework to the study of crime and criminals in cyberspace (see Yar, 2005; also see 
Grabosky, 2001; Newman & Clarke, 2003; Taylor et al., 2006), several studies have 
applied LRAT to account for online victimization (Choi, 2008; Bossler & Holt, 2009; Holt 
& Bossler, 2009; Marcum, 2008). These studies have all employed samples of students 
(college and high school) and overall, they provide modest though not always consistent 
support for the utility of LRAT in understanding the risks of victimization in cyber space. 
In particular, in accordance with the research on offline victimization, these studies reveal 
that engaging in online risky behaviors and activities such as downloading free games and 
free music at unknown websites, opening unknown email attachments and clicking on 
pop-up messages significantly increase the likelihood of online victimization (Choi, 2008; 
Marcum, 2008). In other words, the routine activities of one’s computer usage put one at 
varying risk of being a cyber victim. 

As for the element of exposure to motivated offenders, previous research has examined 
whether daily computer activities, both legal and illegal, place individuals in differential 
proximity to motivated offenders. The evidence reveals that simply spending more time 
on the computer does not increase victimization risks. Rather, it is participating in certain 
activities while online and spending more time with others in a specific context that 
significantly increased the odds of being victimized. Much like being in the street may not 
be a general risk factor for victimization but being on certain streets or being on the street 
alone or at certain hours of the day are differentially consequential. For instance, using a 
sample of college students and applying RAT to account for online harassment, Holt and 
Bossler (2009) found that while respondents’ general computer use and activities such as 
playing video games, shopping, or checking e-mail did not have a significant impact on 
the likelihood of experiencing online harassment, the number of hours respondents spent 
in chat rooms and using instant message (IM) chat did.  

With regard to the association between capable guardianship and cybercrime 
victimization, previous research has distinguished two forms of guardianship with physical 
guardianship denoting computer software developed to help protect computer system 
from computer criminals (e.g., antivirus, anti-spyware and firewall programs) and personal 
guardianship referring to respondents’ skill level with computers and technology. Relating 
to the association between physical guardianship and cybercrime victimization, the 
evidence is mixed with some studies reporting a significant negative association between  
computer security (i.e., having antivirus, anti-spyware and firewall software) and the 
probability of experiencing online victimization (Choi, 2008) while other studies 
indicating that computer security (i.e., antivirus, firewall, filtering and blocking software) 
had no effect on the likelihood of cybercrime victimization (Holt & Bossler, 2009; 
Marcum, 2008). As for the relationships between personal guardianship and cybercrime 
victimization, personal guardianship has been found to have no effect on the likelihood of 
being victimized in cyberspace (Holt & Bossler, 2009; Marcum, 2008). 

  
The General Theory of Crime and Victimization 

Known as a general theoretical perspective that could explain all individual differences 
in the propensity to refrain or commit crime, including all acts of crime and deviance, at 
all ages and under all circumstances, the general theory of crime was crafted by Michael 
Gottfredson and Travis Hirschi (1990). According to the theory, the main individual 
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factor in causing crime and deviance is low self-control, which is defined as the inability 
by an individual to exercise personal restraint in the face of tempting immediate and easy 
gratification both in the short and long-term (Hirschi, 2004). Gottfredson and Hirschi also 
maintained that an individual’s level of self-control is established early in life, between the 
ages of 8 and 10, is a product of ineffective child rearing, and has many diverse 
manifestations that reverberate throughout the life cycle (bullying, bad grades, 
delinquency, dropping out of school, divorce, alcoholism, obesity, crime and 
unemployment). 

While the general theory of crime was developed to explain criminal offending, 
Gottfredson and Hirschi do acknowledge the similarities in victimization and offending 
(Wolfgang, Figlio & Sellin, 1972) and accept that many of the elements of their theory 
could be logically extended to predict victimization. As a result, scholars have explored the 
link between low levels of self-control and various forms of victimization (Forde & 
Kennedy, 1997; Piquero et al., 2005; Schreck 1999; Schreck et al., 2006). There are few 
research studies applying the general theory to victimization but the overall findings 
appear to support the theory’s usefulness in understanding victim experiences. In 
particular, low levels of self-control have been found to be related to homicide (Piquero et 
al., 2005), property victimization and violence (Schreck, 1999; Schreck et al., 2006), fraud 
(Holtfreter et al., 2008) and cybercrime victimization (Bossler & Holt, 2010).   

 
Self-Control and Cybercrime Victimization         

 To our best knowledge, to date there is only one study that has explored the 
relationship between levels of self-control and cybercrime victimization. Using a sample of 
college students enrolled at a southeastern university in the U.S. and attitudinal measures 
of self-control (Grasmick et al., 1993), Bossler and Holt (2010) assessed the effects of self-
control on the probability of experiencing five forms of cybercrime victimization: 
unauthorized access to one’s computer, having information added, deleted or changed on 
one’s computer without knowledge or permission, data loss due to malware infection, 
having one’s credit card information electronically obtained without knowledge or 
permission, and online harassment.  

The authors found low levels of self-control were significantly related to the likelihood 
of experiencing three of the five forms of cybercrime victimization – unauthorized access 
to one’s computer, having information added, deleted or changed on one’s computer 
without knowledge or permission, and online harassment. However, when the effects of 
respondent and peer offending were controlled for, the direct effect of self-control on the 
probability of experiencing the above three forms of online offenses disappeared. Notably, 
the authors performed a subsequent factor analysis in which the five forms of cybercrime 
were sorted into two categories, person-based victimization (i.e., offenses where the 
individual was the specific target) and computer-based victimization (i.e., offenses where 
the individual was not the target but computers were). Additionally, when these two 
categories were treated as dichotomous dependent variables, the authors found low levels 
of self-control predicted person-based cybercrime victimization but not computer-based 
victimization. The authors recommended that future research examine whether individual 
and situational factors predict all types of cybercrime equally as this task is crucial toward a 
better understanding regarding the connections between individual and situational factors 
and victimization, both on- and off-line (Bossler & Holt, 2010).  
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The Present Study 
 Following Bossler and Holt’s (2010) recommendation, we apply the general theory of 

crime and the LRAT framework to assess the effects of individual and situational factors 
on cybercrime victimization. It is noteworthy that our project extends previous research 
on cybercrime victimization in three ways. First, our study incorporates both individual 
and situational factors in predicting the likelihood of being victimized in cyber space. 
Second, unlike previous research that encompasses a limited set of outcome variables, our 
study involves seven forms of cybercrime. Finally, to improve upon previous research, our 
study contains extensive measures pertaining to risky online behaviors/activities and 
capable guardianship.  
 
Methods 

Data for the current study came from an online self-report survey administered at a 
southeastern university campus in the U.S. between October and December 2010. The 
university is an upper-division campus that offers junior, senior and graduate course work 
leading to bachelor and master degrees as well as certificate programs. It is noteworthy that 
due to the university’s commitment to the 2+2 Program (i.e., the 2+2 Program is 
designed to assist students who have completed an AA degree at a community college to 
have the opportunity to enroll in and earn a bachelor's degree at a state university), its 
student body is very diverse and unique in that it encompasses individuals who have 
recently graduated from high school to retired senior citizens returning to school in hope 
of attaining their degrees or program certificates. 

During the first week of October, an initial email was sent by the Office of Student 
Activities to 1,533 registered undergraduate students and students seeking program 
certificates informing them about the study and encouraging them to participate in it. This 
email also contained information regarding the purpose of the study, the study’s principal 
investigator along with her contact information, and the anonymous nature of the study. 
In November and December, bi-weekly reminder emails were sent to the students 
through the Office of Student Activities. Additionally, throughout the month of 
December, the principal investigator selected all large courses (i.e., courses with more than 
35 students) and conducted class visits to further promote the study and encourage 
students to go online and participate.  

 
Sample 

Of the 1,533 registered undergraduate students, 295 students completed the online 
survey. This yielded an overall response rate of 19% of the total number of registered 
undergraduate students at the university, and these 295 individuals comprise the sample for 
the current study. This response rate is not atypical of that found in other studies that have 
used web-based data collection surveys (Porter & Whitcomb, 2003, 2007; Ranchhod & 
Zhou, 2001). Table 1 shows the demographic and other characteristics of the study sample 
as well as the larger student population. As shown in Table 1, the study sample consists of 
mostly females and the mean age of the sample was 40. At first glance, the mean age of 
our sample is higher than the mean age in other samples involving college students. 
However, as we explained previously, the student body at large at the university where 
our sample was drawn is very diverse and includes individuals who just recently graduated 
from high school to retired senior citizens returning to school to attain their degrees or 
program certificates. Table 1 also reveals that the majority of our sample were white and 
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about an equal number of the sample was married or never been married. Further, slightly 
over one-third of our sample was not employed and about one-third of the sample had 
full-time employment.  

Compared to the large student population, the demographic characteristics of our 
sample appear to be similar to the characteristics of the student body at large with regard 
to sex, race, and employment status (see Table 1). For instance, both our sample and the 
student body at large consist of mostly females (66% and 66% respectively) as well as the 
majority of our sample and the student body at large were white (84% and 87% 
respectively). Similarly, slightly over one third of respondents in our sample and 
approximately one third of the student body at large had full-time employment (33.8% 
and 33% respectively). On the other hand, with regard to age and marital status, 
respondents in our sample tend to be older than the student body at large (the mean age of 
our sample is 40 while the mean age of the student body at large is 30) and more 
respondents in our sample are married relative to the student body at large (36.5% and 
24% respectively).5 

We recognize that the university that we sampled from is not representative of a typical 
U.S. university. We also acknowledge that our selected sample is not completely 
representative of the university. However, it needs to be emphasized that our work is but 
a preliminary study that can at least determine the extent to which self-control and 
rational choice theories are relevant to cyber victimization within our sample, and thus,  
providing some understanding of the matter to be exploited and developed in future 
research. Also, in accordance with prior research on cybercrime that utilize samples of 
college students (see for example, Choi, 2010; Bossler & Holt, 2009; 2010; Holt & 
Bossler, 2009; Skinner & Fream, 1997), we too rely on a segment of the population who 
are in an educational environment that not only uses the computer on a daily basis but also 
very likely to own a computer. 
 
Dependent Variables 

Respondents were asked if they experienced each of the following seven forms of 
cybercrime victimization in the past 12 months: getting a computer virus, receiving 
unwanted exposure to pornographic materials, being solicited for sex, encountering 
phishing, experiencing online harassment by a stranger and by a non-stranger, and 
experiencing online defamation. These items were coded as dichotomous variables with 
1= the respondent reported that he/she experienced each of the above seven forms of 
cybercrime at least once in the past year and 0 = the respondent indicated that he/she did 
not experience it. Appendix A displays the exact wording of the above seven items as well 
as their descriptive statistic. 
 
Independent Variables 
Self-Control Theory            

Our measure of self-control consists of a scale based on the 24 items first used by 
Grasmick et al. (1993) in their study of self-control and used by many others thereafter. 
The response options for each of the twenty-four  items ranged on a five-point scale from 
strongly agree to strongly disagree with higher scores on this scale indicate lower levels of 
self-control. To minimize the loss of observations due to missing data on scale items, 
                                                 
5 The demographic statistics for the student body at large were obtained through InfoCenter, the 
university’s online data platform. 
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respondents who completed at least 80% of the scale’s items were retained in the analysis. 
Specifically, for respondents with missing data on this scale but who completed at least 
80% of the scale, scale scores were based on the items they did complete. Conversely, 
respondents who completed less than 80% of the scale were coded as missing on that scale. 
The scale (Self-Control) was constructed by averaging the responses to each provided 
item. The Cronbach alpha’s for the self-control scale is .86 and the exact wording of the 
original twenty-four items along with their descriptive statistics are listed in Appendix A. 
 
Routine Activity Theory              

We measure three theoretical constructs from routine activities theory: exposure to 
motivated offenders, target suitability, and capable guardianship. To assess potential 
exposure to motivated offenders, respondents were asked to report the number of hours 
they spent per week engaging in the following four activities on the computer: (1) 
purchasing goods and merchandises, doing research, or gathering information, etc. 
(Internet Hours), (2) using e-mail (Email Hours), (3) using instant messaging (IM Hours); 
and (4) participating in chat rooms/IRC/IM (Chat Room Hours). It is noteworthy that 
our measures of exposure to motivated offenders were designed to capture both the 
participation in certain activities while online as well as the amount of time one spends 
with others online in a specific context. The exact wording of these items and their 
descriptive statistics are listed in Appendix A. 

For the measure of target suitability, respondents were asked about their online 
activities that indicate attractiveness as a suitable target for victimization. From their 
responses three separate measures were created. Respondents were asked if in the past 12 
months, they: (1) communicated with strangers online,  (Communicate with Strangers) (2) 
provided personal information to person(s) online (Provide Personal Info), and, (3) 
frequently opened any unfamiliar attachments to e-mails that they received, clicked on any 
of the web-links in the emails that they received, opened any file or attachment they 
received through their instant messengers, or clicked on a pop-up message that interested 
them (Click/Open Links). The response options for the above items were 1 = yes and 0 = 
no. Responses to the four items in the Click/Open Links measure combined into a 
summated scale with higher scores indicating riskier online behaviors. The exact wording 
of these items along with their descriptive statistics is listed in Appendix A. 

Finally, to measure capable guardianship, two forms of guardianship, physical and 
personal, were created. Physical guardianship was measured using respondents’ report on 
whether they had anti-virus, spyware, and firewall software on their computers in the past 
12 months (Security Software).6 The response options for these three items were 1= yes 
and 0 = no and the responses were combined with higher scores indicate greater physical 
guardianship. Personal guardianship was measured using three items. The first item asked 
respondents about their computer knowledge and skills and the response options for this 
item included, 1 = I am afraid of computers and don’t use them unless I absolutely have 
to, 2 = I can surf the net, use some common software but not fix my own computer, 3 = 

                                                 
6 Although we attempted to increase the precision of our computer security measures by 
describing each type of software and providing examples for each type, an anonymous reviewer 
noted that our measures of computer security may lack content validity. We concur with the 
reviewer that it is possible that not all of the study participants understood the differences among 
the three types of computer securities, as well as the study participants may not remember exactly 
when they had the computer securities installed on their computers.  
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I can use a variety of software and fix some computer problems I have, and 4 = I can use 
Linux, most software, and fix most computer problems I have. Higher scores on this item 
indicate greater computer knowledge and skills. The second and third items asked 
respondents whether or not they have participated in workshops or visited websites aimed 
at educating the public about cybercrime in the past 12 months. The response options for 
these items were 1 = yes and 0 = no and the responses were combined into a summated 
scale (Computer Skills) with higher scores indicating greater personal guardianship. 
Appendix A displays the exact wording and descriptive statistics for the measures of 
physical and personal guardianships.  

 
Control Variables 

Several items were included as control variables (see Table 1). Sex was coded as a 
dichotomous variable with 1 = male and 0 = female and age was measured in years. Race 
was coded as a dichotomous variable where 1 = white and 0 = non-white and 
employment was also coded as a dichotomous variable with 1 = full-time/part-time and 0 
= unemployed. Marital status was also coded as a dichotomous variable with 1 = married 
and 0 = not married.  

Given the evidence on the association between virtual offending and victimization (see 
Holt & Bossler, 2009), a measure of computer deviance was created and included as a 
control variable. Computer deviance was measured using five questions that asked 
respondents to indicate how often in the past 12 months they have either used their 
computer or another person’s to: 1) make or give another person a “pirated” copy of 
commercially sold computer software; 2) make or give to another person “pirated” media 
(music, television show, or movie); 3) access another person’s account or files without his 
or her knowledge or permission to look at information or files; 4) add, delete, change or 
print any information in another person’s computer files without the owner’s knowledge 
or permission; and 5) look at pornographic or obscene material. The response options for 
the above five items were 1 = yes and 0 = no and the responses were combined into a 
summated scale with higher scores indicating higher levels of virtual offending (see Table 
1).  

 
Data analysis 

Given the dichotomous dependent variables, logistic regression is used to assess the 
effects of individual and situational factors on the prevalence of seven forms of cybercrime 
– computer virus, unwanted exposure to pornographic materials, sexual solicitation, 
phishing, online harassment by a stranger, online harassment by a non-stranger, and online 
defamation. Two separate analyses were estimated. In the first analysis, each of the above 
seven forms of computer crime was regressed on levels of self-control while holding sex, 
age, race, marital status, employment and computer deviance constant. In the second 
analysis, each of the above seven forms of computer crime was regressed on the LRAT 
measures - internet use hour, email hour, IM hour, chat rooms hour, communicate with 
strangers, provide personal info, click/open links, computer skills, security software and  
computer crime education -  while controlling for sex, age, race, marital status, 
employment and computer deviance.  

 



Ngo & Paternoster - Cybercrime Victimization: An examination of Individual and Situational level factors 
 

© 2011 International Journal of Cyber Criminology. All rights reserved. Under a creative commons Attribution-Noncommercial-Share Alike 2.5 India License 

 

782

 
 
Results 

The results of the analyses outlined above are presented in Table 2 and Table 3. Table 
2 presents the results of the logistic regression when the seven forms of computer crime 
were regressed on the measure of low self-control and control variables (sex, age, race, 
marital status, employment, and computer deviance). According to Table 2, low levels of 
self-control are significantly related to the likelihood of experiencing online harassment by 
a stranger or non-stranger only (see columns 2 and 3 of Table 2). In particular, individuals 
with low levels of self-control had greater odds (over 180%) of experiencing online 
harassment by a stranger relative to respondents with high levels of self-control. Similarly, 
individuals with low levels of self-control had greater odds (over 170%) of experiencing 
online harassment by a non-stranger relative to respondents with high levels of self-
control. Contrary to the expectations of the general theory of crime, therefore, lower 
levels of self-control were not significantly related to all forms of cyber crime 
victimization. 

  The results shown in Table 2 also reveal that whites had significantly lower odds of 
obtaining a computer virus, receiving unwanted pornographic materials, and  being 
solicited for sex relative to non-whites (see columns 1, 4 and 5 of Table 2). Specifically, 
being white decreased the odds of getting a computer virus by approximately 55%, 
receiving unwanted pornographic materials by about 67%, and being solicited for sex by 
about 62%. Age is also a significant predictor of computer virus and online defamation. 
Specifically, each additional year in age decreased the odds of obtaining a computer virus 
by approximately 2% and experiencing online defamation by about 6% (see columns 1 and 
7 of Table 2).  
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In addition to race and age, employment is also significantly related to harassment by a 

stranger and online defamation. According to Table 2, having full- or part-time 
employment decreased the odds of being harassed by a stranger (by approximately 71%) 
and experiencing online defamation (by about 65%; see columns 2 and 7 of Table 2). On 
the other hand, engaging in virtual offending significantly increased the odds of 
experiencing online harassment by a non-stranger (by almost 80%), receiving unwanted 
pornography (by over 60%), and experiencing phishing (by over 55%; see columns 3, 4 
and 6 of Table 2). It is noteworthy that sex and marital status were not statistically related 
to any of the seven forms of computer crime (see Table 2). 

Table 3 presents the results of the logistic regression when the seven forms of computer 
crime were regressed on the LRAT measures (internet use hour, email hour, IM hour, 
chatrooms hour, communicate with strangers, provide personal info, click/open links, 
computer skills, security software and  computer crime education) and control variables 
(sex, age, race, marital status, employment, and computer deviance). Pertaining to the 
element of motivated offenders, only one measure, IM Hour, is significantly related to 
harassment by a non-stranger.  Specifically, each additional hour of instant messaging 
increased the odds of experiencing harassment by a non-stranger by about 6% (see column 
3 of Table 3). Similar to the element of motivated offenders, only one suitable target 
measure, click/open links, is significantly related to computer virus. However, click/open 
links was related to computer virus in the opposite direction to that expected in that 
individuals who frequently opened any unfamiliar attachments to e-mails that they 
received, frequently clicked on any of the web-links in the emails that they received, 
frequently opened any file or attachment they received through their instant messengers, 
and frequently clicked on a pop-up message that interested them, had lesser odds (by about 
35%) of obtaining a computer virus (see column 1 of Table 3).  

With regard to the element of capable guardianship, the results indicate that the 
measure of security software (i.e., a measure of physical guardianship) is significantly 
related to computer virus and harassment by a stranger. However, security software was 
related to computer virus and harassment by a stranger in the opposite direction to that 
expected in that having security software such as anti-virus, spyware and firewall installed 
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on one’s computer increased the odds of obtaining a computer virus by over 100% and 
experiencing online harassment by a stranger by approximately 70% (see columns 1 and 2 
of Table 3). Similarly, the measure of computer crime education (i.e.., a measure of 
personal guardianship) is significantly related to unwanted pornography but the association 
was also opposite in direction to that which was expected. That is, individuals reporting 
that have participated in workshops or visited websites aimed at educating the public 
about cybercrime had greater odds of receiving unwanted pornographic materials (by over 
120%) relative to individuals who did not participate in such workshops or visited such 
websites (see column 4 of Table 3). 

 

 
 

To put these results for routine activities theory in perspective, there are ten variables 
that measure the theory and seven distinct dependent variables. With 70 coefficients and a 
.05 alpha level we would expect 3.5 of them to be statistically significant by chance alone 
(70 x .05). What we observe in Table 3 is that five of the parameter estimates for the 
relationship between routine activities theory and the different forms of cyber 
victimization are statistically significant – not much of an improvement over chance. 
Moreover, recall that of the five parameter estimates that are statistically significant four of 
them are in the opposite direction to that expected by routine activities theory. Only the 
relationship between the number of hours doing instant messaging and harassment by a 
non-stranger was both statistically significant and in the expected theoretical direction. 
The magnitude of the effect is, moreover, quite modest (b = .06) with an odds ratio of 
only 1.06. It would appear from this that variables from routine activities theory are no 
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better than, and may indeed be less useful, those from the general theory of crime in 
explaining cyber crime victimization. 

With respect to the control variables, the results in Table 3 reveal that each additional 
year in age decreased the odds of experiencing online harassment by a stranger by about 
3% (see column 2 of Table 3). Likewise, having a full- or part-time job decreased the odds 
of experiencing online harassment by a stranger by approximately 81% (see column 2 of 
Table 3). On the other hand, engaging in virtual offending increased the odds of 
experiencing online harassment by a non-stranger (by over 90%), receiving unwanted 
pornographic materials (by over 60%), and experiencing phishing (by over 40%; see 
columns 3, 4 and 6 of Table 3). Finally, sex, race and marital status were not related to any 
of the seven forms of computer crime (see Table 3). 

 
Discussion  

In this study, we examined whether an individual factor derived from the general 
theory of crime and situational factors drawn from routine activities theory affect seven 
forms of cybercrime victimization similarly. Overall, we found that self-control was only 
significantly related to two of the seven types of cyber crime victimization - the 
probability of experiencing online harassment by a stranger and non-stranger, while 
situational-level factors were only significantly related in the expected direction with one 
– the probability of harassment by an online stranger. We also found that of the control 
variables, age, race, employment status and computer deviance were significantly related to 
cybercrime victimization while sex and marital status had no effects on the likelihood of 
becoming a victim in cyberspace.       

Our findings with respect to the general theory appears to be consistent with that  
reported in a previous study in which the authors found low levels of self-control 
predicted person-based cybercrime victimization (i.e., offenses where the individual was 
the specific target) but not computer-based victimization (i.e., offenses where computers 
were the targets; see Bossler & Holt; 2010). However, we did not find a significant 
association between levels of self-control and online defamation, an offense that could also 
be categorized as a person-based cybercrime. It is probable that this finding is due to a lack 
of variability in our outcome variable as less than 8% of our sample reported encountering 
this experience in the 12 months before completing the survey (see Appendix A). 

We also did not find levels of self-control to be significantly related to any of the 
remaining offenses – computer virus, unwanted pornographic material, sex solicitation, 
and phishing. Perhaps in the virtual world, individual characteristics do not matter when 
crimes involving little or no direct interaction between offenders and victims are 
considered. For instance, given that computer viruses are malicious codes that attach 
themselves to host programs and then propagate when the host is executed, it is impossible 
to ascertain who the victim of a particular virus will be. As such, anyone who owns a 
computer could get a computer virus regardless of his or her level of self-control. Similarly, 
given the goal of phishers is to “fish” for account usernames, passwords, and other private 
information from the sea of Internet users in cyberspace, virtually anyone who uses the 
Internet is a potential victim of phishing regardless of his or her level of self-control. If 
corroborated this finding would put a small limit on the generality of the general theory of 
crime. 

With regard to the situational-level factors (exposure to motivated offenders, target 
suitability, and capable guardianship), we found exposure to motivated offenders only 
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predicted online harassment by a non-stranger. None of the other measures of routine 
activity constructs significantly predicted any form of cyber victimization that was in the 
direction expected by the theory. Our finding that IM Hour predicted online harassment 
by a non-stranger appears to reflect previous research findings that suggest that it is the 
number of hours one spends partaking in specific activities on the computer that is salient in 
understanding cyberspace victimization (Bossler & Holt, 2009; Holt & Bossler, 2009; 
Marcum, 2008). This finding also appears to support the recommendation made in 
previous research on cybercrime and cyber victimization against collapsing cyber 
victimization types into various categories as doing so could mask notable differences 
(Bossler & Holt, 2010). Hence, future research should continue to examine distinct 
cybercrime and cyber victimization types as well as consider additional cybercrime and 
cyber victimization types that have not yet been examined. This one supportive finding 
notwithstanding, our generally null findings with respect to routine activities theory 
would suggest that it may not be the best theoretical platform to explain between 
individual variation in cyber victimization risk.  

With respect to the observed negative association between having security software and 
obtaining a computer virus reflects the fact that having anti-viral or other protection on 
the computer provides a false sense of security for users. Alternatively, perhaps having 
security software would be more correctly operationalized as a lifestyle measure instead of 
as a guardianship measure. That is, having anti-viral or other protection provides a sense of 
security for users whom in turn engage in online activities that inopportunely dispose 
them as suitable targets for victimization. Further, it is noteworthy that similar to the 
measure of click/open links, we combined the items of having anti-virus, having anti-
spyware and having firewall in creating the measure of security software. Accordingly, it is 
instructive that future research not only investigates the effect of security software on 
cybercrime and cyber victimization with security software operationalized as a lifestyle 
measure but also examine the effects of having specific security software on cybercrime 
and cyber victimization. 

It is also possible that our measures of computer security lack content validity. In 
particular, although we attempted to increase the precision of our computer security 
measures by describing each type of software and providing examples for each type, 
perhaps not all of the study participants understood the differences among the three types 
of computer securities or they may not remember exactly when they had the computer 
security software installed on their computers. Hence, it is instructive that the results of 
the relationships between measures of computer security and the seven forms of 
cybercrime victimization be interpreted with caution. Future research should also be 
cognizant of the above issues and strive to attain more valid measures of these variables. 

As for the negative association between the measure of computer crime info and 
receiving unwanted pornography, again, perhaps this measure would be more correctly 
operationalized as a lifestyle measure than a guardianship measure. That is, searching for 
online information relating to cybercrime requires using search engines and since not all 
search engines filter their links, information seekers could get redirected to fake or 
fraudulent websites (also known as web “spoofing” or “page-jacking”) aimed at either 
extracting personal information or offering fake products and services or unwanted 
products such as pornography (Cukier & Levin, 2009). Also, similar to the measures of 
click/open links and security software, we combined the items of participating in 
workshops and visiting web sites aimed at educating the public about cybercrime to create 
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the measure of computer crime info. Accordingly, future research should investigate the 
effects of these two items on cybercrime victimization separately as well as consider 
operationalizing the measure of visiting web sites aimed at educating the public about 
cybercrime as a lifestyle instead of a guardianship measure. 

With regard to the control variables, similar to the evidence on victimization in the 
physical world, we found several demographic variables were significantly related to the 
likelihood of becoming a victim in cyberspace. In particular, we found older individuals 
had lesser odds of getting a computer virus, experiencing online harassment by a stranger 
and defamation relative to younger individuals. This finding appears to reflect the 
evidence offline that suggests that older individuals have lesser risks of becoming crime 
victims relative to younger individuals (Hindelang et al., 1978). We also found whites 
were less likely to get a computer virus, receiving unwanted pornographic materials, and 
being solicited for sex relative to non-whites. Employment status was also significantly 
related to cybercrime victimization in that individuals with full- or part-time employment 
had lesser odds of experiencing defamation and online harassment by a stranger relative to 
individuals without employment. Notably, however, we found that sex and marital status 
had no effects on the likelihood of becoming a victim in cyberspace. These findings 
warrant further examination as they contradict the evidence offline that indicates that sex 
and marital status are the salient factors in accounting for the likelihood of becoming a 
crime victim. Finally, in accordance with the evidence offline on the association between 
offending and victimization, we found individuals engaging in virtual offending had greater 
risks of experiencing online harassment by a non-stranger, receiving unwanted 
pornographic materials and encountering online defamation relative to individuals who 
did not engage in virtual offending.  
 
Conclusion 

The results reported in this study indicate that an individual characteristic derived from 
the general theory of crime - low self-control - and situational factors drawn from the 
LRAT framework - exposure to motivated offenders, online risky behavior and activities 
and capable guardianship – are not particularly effective in explaining a diverse set of cyber 
victimizations. Traditional criminological theories such as the general theory of crime and 
the routine activities perspective seem to have limited utility in accounting for crime and 
victimization in a virtual environment. This would suggest that different theoretical 
traditions may need to be appealed to in understanding this form of criminal victimization. 
However, given the very sparse empirical record, more research on cybercrime and 
cybercrime victimization are warranted before a definite conclusion on this issue can be 
reached. 

Lastly, we would be remiss if we did not acknowledge the limitations inherent in our 
study. In particular, since the university that we sampled from is not representative of a 
typical U.S. university as well as our selected sample is not completely representative of 
the large student population, our results may only be applied to this specific or similar 
sample. We encourage future research to employ more representative or other samples to 
further investigate cybercrime.  
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